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CCNA 1v7 Modules 11-13: IP Addressing Exam

Answers

Checkpoint Exam: IP Addressing. This comprehensive study guide covers Modules 11-13 of
the CCNAT1 Introduction to Networks v7.0 (ITN), including IPv4 addressing, subnetting, VLSM,
IPv6 addressing, and ICMP.

1. What is the prefix length notation for the subnet mask 255.255.255.224?

A. /25
B. /26
C. /27

D. /28

Explanation: Topic 11.1.3 — The binary format for 255.255.255.224 is
11111111.11111111.11111111.11100000. The prefix length is the number of
consecutive 1s, which is /27.

2. How many valid host addresses are available on an IPv4 subnet that is
configured with a /26 mask?

A. 254
B. 190
C. 192
D. 62
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E. 64

Explanation: Topic 11.5.2 — A /26 mask leaves 6 host bits, giving 276 - 2 = 62 usable
addresses.

3. Which subnet mask would be used if 5 host bits are available?

A. 255.255.255.0

B. 255.255.255.128

C. 255.255.255.224

D. 255.255.255.240

Explanation: Topic 11.5.2 — 5 host bits correspond to a /27 mask, which is
255.255.255.224.

4. A network administrator subnets the 192.168.10.0/24 network into subnets
with /26 masks. How many equal-sized subnets are created?

A 1
B. 2
C. 4
D. 8
E. 16
F. 64

Explanation: Topic 11.5.2 — Borrowing 2 bits from host portion gives 272 = 4
subnets.
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5. Match the subnetwork to a host address that would be included within the

subnetwork. (Not all options are used.)

192.168.1.32/27 192.168.1.63

192.168.1.64/27

192.168.1.96/27
192.168.1.68

192.168.1.128

192.168.1.48

| ————

192.168.1.121

Explanation: Topic 11.5.2 — Subnet 192.168.1.32/27 will have a valid host range from
192.168.1.33 — 192.168.1.62 with the broadcast address as 192.168.1.63 Subnet
192.168.1.64/27 will have a valid host range from 192.168.1.65 — 192.168.1.94 with the
broadcast address as 192.168.1.95 Subnet 192.168.1.96/27 will have a valid host range
from 192.168.1.97 — 192.168.1.126 with the broadcast address as 192.168.1.127

6. An administrator wants to create four subnetworks from the network address
192.168.1.0/24. What is the network address and subnet mask of the second
useable subnet?

A. subnetwork 192.168.1.64, subnet mask 255.255.255.192
B. subnetwork 192.168.1.32, subnet mask 255.255.255.240

C. subnetwork 192.168.1.64, subnet mask 255.255.255.240

D. subnetwork 192.168.1.128, subnet mask 255.255.255.192

E. subnetwork 192.168.1.8, subnet mask 255.255.255.224
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Explanation: Topic 11.1.3 — Borrowing 2 bits gives /26 (255.255.255.192) and subnets:
0, 64, 128, 192. Second usable is 192.168.1.64/26.

7. How many bits must be borrowed from the host portion of an address to
accommodate a router with five connected networks?

A. two
B. three
C. four
D. five

Explanation: Topic 11.5.2 — Need at least 5 subnets, so borrow 3 bits (223=8).

8. How many host addresses are available on the 192.168.10.128/26 network?

A. 30
B. 32
C. 60
D. 62
E. 64

Explanation: Topic 11.5.2 — A /26 prefix gives 6 host bits, which provides a total of 64
addresses, because 2”6 = 64. Subtracting the network and broadcast addresses
leaves 62 usable host addresses.

9. How many host addresses are available on the network 172.16.128.0 with a
subnet mask of 255.255.252.0?
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A. 510
B. 512
C. 1022
D. 1024
E. 2046
F. 2048

Explanation: Topic 11.5.2 — A mask of 255.255.252.0 is equal to a prefix of /22. A /22
prefix provides 22 bits for the network portion and leaves 10 bits for the host portion.
The 10 bits in the host portion will provide 1022 usable IP addresses (210 — 2 = 1022).

10. Match each IPv4 address to the appropriate address category. (Not all
options are used.)

192.168.100.161/25 host address

192.168.1.191/26 Target

10.10.10.128/25

224.10.0.254/24 Target
203.0.113.100/24
etwork address
172.110.12.64/28
Target

10.0.0.159/27

\

& L Target

broadcast address

e

H Target

Explanation: Topic 11.1.6 — Categorize addresses into private, public, loopback, link-
local, etc.
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11. What three blocks of addresses are defined by RFC 1918 for private network

use? (Choose three.)

A.

10.0.0.0/8
172.16.0.0/12
192.168.0.0/16
100.64.0.0/14
169.254.0.0/16

239.0.0.0/8

Explanation: Topic 11.3.1 — RFC 1918 defines private address blocks: 10.0.0.0/8,

172.16.0.0/12, 192.168.0.0/16.

12. Refer to the exhibit. An administrator must send a message to everyone on

the router A network. What is the broadcast address for network
172.16.16.0/22?

172.16.16.0 /22

A.

C.

127.0.0.1

172.16.16.255

172.16.20.255

172.16.19.255
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D. 172.16.23.255

E. 172.16.255.255

Explanation: Topic 11.1.6 — The 172.16.16.0/22 network has 22 bits in the network
portion and 10 bits in the host portion. Converting the network address to binary
yields a subnet mask of 255.255.252.0. The range of addresses in this network will end
with the last address available before 172.16.20.0. Valid host addresses for this
network range from 172.16.16.1-172.16.19.254, making 172.16.19.255 the broadcast
address.

13. A site administrator has been told that a particular network at the site must
accommodate 126 hosts. Which subnet mask would be used that contains the
required number of host bits?

A. 255.255.255.0

B. 255.255.255.128

C. 255.255.255.224

D. 255.255.255.240

Explanation: Topic 11.5.2 — The subnet mask of 255.255.255.0 has 8 host bits. The
mask of 255.255.255.128 results in 7 host bits. The mask of 255.255.255.224 has 5
host bits. Finally, 255.255.255.240 represents 4 host bits.

14. Refer to the exhibit. Considering the addresses already used and having to
remain within the 10.16.10.0/24 network range, which subnet address could be

assigned to the network containing 25 hosts?
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[ s »
10.16.10.0/26 10.16.10.192/28 25 hosts

A. 10.16.10.160/26
B. 10.16.10.128/28
C. 10.16.10.64/27
D. 10.16.10.224/26
E. 10.16.10.240/27

F. 10.16.10.240/28

Explanation: Topic 11.5.2 — 25 hosts require 5 host bits (/27). The available range
between .64 and .191 allows 10.16.10.64/27.

15. What is the usable number of host IP addresses on a network that has a /26

mask?
A. 256
B. 254
C. 64
D. 62
E. 32
F. 16
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Explanation: Topic 11.1.3 — A /26 mask is the same as 255.255.255.192. The mask
leaves 6 host bits. With 6 host bits, 64 IP addresses are possible. One address
represents the subnet number and one address represents the broadcast address,
which means that 62 addresses can then be used to assign to network devices.

16. Which address prefix range is reserved for IPv4 multicast?

A. 240.0.0.0 - 254.255.255.255
B. 224.0.0.0 - 239.255.255.255
C. 169.254.0.0 — 169.254.255.255

D. 127.0.0.0 - 127.255.255.255

Explanation: Topic 11.2.3 — Multicast IPv4 addresses use the reserved class D address
range of 224.0.0.0 to 239.255.255.255.

17. Refer to the exhibit. Match the network with the correct IP address and
prefix that will satisfy the usable host addressing requirements for each
network.
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Network C

Network D
2 Hosts

Metwork B Network A
50 Hosts 100 Hosts
%)
»
Network D A B | 192.168.0.128 /25
Network A B D | 192.168.0.96 /27
J
N
Network B c A | 192.168.0.80 /30
Network C D Cc 192.168.0.0 /26

128 host addresses.

Explanation: Topic 11.8.4 — Network A needs to use 192.168.0.128 /25, which yields

Network B needs to use 192.168.0.0 /26, which yields 64 host addresses.
Network C needs to use 192.168.0.96 /27, which yields 32 host addresses.
Network D needs to use 192.168.0.80/30, which yields 4 host addresses.
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18. A high school in New York (school A) is using videoconferencing technology
to establish student interactions with another high school (school B) in Russia.
The videoconferencing is conducted between two end devices through the
Internet. The network administrator of school A configures the end device with
the IP address 209.165.201.10. The administrator sends a request for the IP
address for the end device in school B and the response is 192.168.25.10. Neither
school is using a VPN. The administrator knows immediately that this IP will not
work. Why?

A. This is a loopback address.
B. This is a link-local address.
C. This is a private IP address.

D. There is an IP address conflict.

Explanation: Topic 11.3.1 — The IP address 192.168.25.10 is an |IPv4 private address.
This address will not be routed over the Internet, so school A will not be able to reach
school B. Because the address is a private one, it can be used freely on an internal
network. As long as no two devices on the internal network are assigned the same
private IP, there is no IP conflict issue. Devices that are assigned a private IP will need
to use NAT in order to communicate over the Internet.

19. Which three addresses are valid public addresses? (Choose three.)

A. 198.133.219.17
B. 192.168.1.245
C. 10.15.250.5

D. 128.107.12.117
E. 17231.1.25

F. 64.104.78.227

Explanation: Topic 11.3.1 — The ranges of private IPv4 addresses are as folllows
10.0.0.0 — 10.255.255.255 ,
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172.16.0.0 - 172.31.255.255,
192.168.0.0 — 192.168.255.255

20. A message is sent to all hosts on a remote network. Which type of message is
it?

A. limited broadcast

B. multicast

0

directed broadcast

D. unicast

Explanation: Topic 11.2.2 — A directed broadcast is a message sent to all hosts on a
specific network. It is useful for sending a broadcast to all hosts on a nonlocal
network. A multicast message is a message sent to a selected group of hosts that are
part of a subscribing multicast group. A limited broadcast is used for a
communication that is limited to the hosts on the local network. A unicast message is
a message sent from one host to another.

21. A company has a network address of 192.168.1.64 with a subnet mask of
255.255.255.192. The company wants to create two subnetworks that would
contain 10 hosts and 18 hosts respectively. Which two networks would achieve
that? (Choose two.)

A. 192.168.1.16/28

B. 192.168.1.64/27

C. 192.168.1.128/27

D. 192.168.1.96/28

E. 192.168.1.192/28

Explanation: Topic 11.8.3 — Subnet 192.168.1.64 /27 has 5 bits that are allocated for
host addresses and therefore will be able to support 32 addresses, but only 30 valid
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host IP addresses. Subnet 192.168.1.96/28 has 4 bits for host addresses and will be
able to support 16 addresses, but only 14 valid host IP addresses.

22. Which address is a valid IPv6 link-local unicast address?

A. FECS8:1:FFFF

B. FD80:1:1234

C. FE80::1:4545:6578:ABC1

D. FEOA:100:7788:998F

E. FC90:5678:4251:FFFF

Explanation: Topic 12.4.3 — IPv6 LLAs are in the fe80::/10 range. The /10 indicates that
the first 10 bits are 1111 1110 10xx xxxx. The first hextet has a range of 1111 1110
1000 0000 (fe80) to 1111 1110 1011 1111 (febf).

23. Which of these addresses is the shortest abbreviation for the IP address:
3FFE:1044:0000:0000:00AB:0000:0000:0057?

A. 3FFE:1044:AB:57

B. 3FFE:1044:00AB::0057

C. 3FFE:1044:0:0:AB::57

D. 3FFE:1044:0:0:00AB::0057

E. 3FFE:1044:0000:0000:00AB::57

F.  3FFE:1044:0000:0000:00AB::0057

Explanation: Topic 12.2.2 - Compress leading zeros and use :: once. Correct:
3FFE:1044:0:0:AB::57.
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24. A network administrator has received the IPv6 prefix 2001:DB8::/48 for
subnetting. Assuming the administrator does not subnet into the interface ID
portion of the address space, how many subnets can the administrator create
from the /48 prefix?

A. 16

B. 256
C. 4096
D. 65536

Explanation: Topic 12.8.1 — With a network prefix of 48, there will be 16 bits available
for subnetting because the interface ID starts at bit 64. Sixteen bits will yield 65536
subnets.

25. Given IPv6 address prefix 2001:db8::/48, what will be the last subnet that is
created if the subnet prefix is changed to /52?

A. 2001:db8:0:f00:/52

B. 2001:db8:0:8000::/52

C. 2001:db8:0:f::/52

D. 2001:db8:0:f000::/52

Explanation: Topic 12.8.1 — Prefix 2001:db8::/48 has 48 network bits. If we subnet to a
/52, we are moving the network boundary four bits to the right and creating 16
subnets. The first subnet is 2001:db8::/52 the last subnet is 2001:db8:0:f000::/52.

26. Consider the following range of addresses:

2001:0DB8:BC15:00A0:0000::
2001:0DB8:BC15:00A1:0000::
2001:0DB8:BC15:00A2:0000::
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2001:0DB8:BC15:00AF:0000::
The prefix-length for the range of addresses is /60.

Explanation: Topic 12.2.1 — All the addresses have the part 2001:0DB8:BC15:00A in
common. Each number or letter in the address represents 4 bits, so the prefix-length
is /60.

27. What type of IPv6 address is FE80::1?

A. loopback
B. link-local
C. multicast

D. global unicast

Explanation: Topic 12.3.7 — Link-local IPv6 addresses start with FE80::/10, which is any
address from FE80:: to FEBF:.. Link-local addresses are used extensively in IPv6 and
allow directly connected devices to communicate with each other on the link they
share.

28. Refer to the exhibit. A company is deploying an IPv6 addressing scheme for
its network. The company design document indicates that the subnet portion of
the IPv6 addresses is used for the new hierarchical network design, with the site
subsection to represent multiple geographical sites of the company, the sub-site
section to represent multiple campuses at each site, and the subnet section to
indicate each network segment separated by routers. With such a scheme, what
is the maximum number of subnets achieved per sub-site?
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2001:DB8:1234: 0000 164

A. 0

B. 4
C. 16
D. 256

Explanation: Topic 12.8.1 — Because only one hexadecimal character is used to
represent the subnet, that one character can represent 16 different values 0 through
F.

29. What is used in the EUI-64 process to create an IPv6 interface ID on an IPv6
enabled interface?

A. the MAC address of the IPv6 enabled interface
B. arandomly generated 64-bit hexadecimal address
C. an IPv6 address that is provided by a DHCPv6 server

D. an IPv4 address that is configured on the interface

Explanation: Topic 12.5.6 — The EUI-64 process uses the MAC address of an interface
to construct an interface ID (IID). Because the MAC address is only 48 bits in length,
16 additional bits (FF:FE) must be added to the MAC address to create the full 64-bit
interface ID.
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30. What is the prefix for the host address 2001:DB8:BC15:A:12AB::1/64?

A. 2001:DB8:BC15
B. 2001:DB8:BC15:A
C. 2001:DB8:BC15:A:1

D. 2001:DB8:BC15:A:12

Explanation: Topic 12.8.1 — The network portion, or prefix, of an [Pv6 address is
identified through the prefix length. A /64 prefix length indicates that the first 64 bits
of the IPv6 address is the network portion. Hence the prefix is 2001:DB8:BC15:A.

31. An IPv6 enabled device sends a data packet with the destination address of
FF02::1. What is the target of this packet?

A. the one IPv6 device on the link that has been uniquely configured with this
address
B. all IPv6 enabled devices on the local link or network

C. only IPv6 DHCP servers

D. only IPv6 configured routers

Explanation: Topic 12.7.2 — This address is one of the assigned IPv6 multicast
addresses. Packets addressed to FF02::1 are for all IPv6 enabled devices on the link or
network. FF02::2 is for all IPv6 routers that exist on the network.

32. Match the IPv6 address with the IPv6 address type. (Not all options are
used.)
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‘ H | A B all node multicast
X

‘ FF02::1 B A loopback

‘ FF02::1:FFAE:F85F c D global unicast
X

‘ 2001:DB8::BAF:3F57:FE94 D C | solicited node multicast

Explanation: Topic 12.3.3 — FF02::1:FFAE:F85F is a solicited node multicast address.
2001:DB8::BAF:3F57:FE94 is a global unicast address. FF02::1 is the all node multicast
address. Packets sent to this address will be received by all IPv6 hosts on the local
link. ::1 is the IPv6 loopback address. There are no examples of link local or unique
local addresses provided.

33. Which IPv6 prefix is reserved for communication between devices on the
same link?

A. FC00:/7
B. 2001:/32
C. FE80::/10

D. FDFF:/7

Explanation: Topic 12.3.7 — IPv6 link-local unicast addresses are in the FE80::/10 prefix
range and are not routable. They are used only for communications between devices
on the same link.
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34. Which type of IPv6 address refers to any unicast address that is assigned to

multiple hosts?

A. unique local
B. global unicast
C. link-local

D. anycast

Explanation: Topic 12.3.1 — The IPv6 specifications include anycast addresses. An
anycast address is any unicast IPv6 address that is assigned to multiple devices.

35. What are two types of IPv6 unicast addresses? (Choose two.)

A. multicast
B. loopback
C. link-local
D. anycast

E. broadcast

Explanation: Topic 12.3.3 — Loopback and link-local are unicast; anycast is also
unicast but the question asks for types of unicast addresses, so loopback and link-
local are correct.

36. Which service provides dynamic global IPv6 addressing to end devices
without using a server that keeps a record of available IPv6 addresses?

A. stateful DHCPv6
B. SLAAC
C. static IPv6 addressing
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D. stateless DHCPv6

Explanation: Topic 12.5.2 — Using stateless address autoconfiguration (SLAAC), a PC
can solicit a router and receive the prefix length of the network. From this information
the PC can then create its own IPv6 global unicast address.

37. Which protocol supports Stateless Address Autoconfiguration (SLAAC) for
dynamic assignment of IPv6 addresses to a host?

A. ARPv6
B. DHCPv6
C. ICMPv6
D. UDP

Explanation: Topic 12.5.1 — SLAAC uses ICMPv6 messages when dynamically
assigning an IPv6 address to a host. DHCPv6 is an alternate method of assigning an
IPv6 addresses to a host. ARPv6 does not exist. Neighbor Discovery Protocol (NDP)
provides the functionality of ARP for IPv6 networks. UDP is the transport layer
protocol used by DHCPvV6.

38. Three methods allow IPv6 and IPv4 to co-exist. Match each method with its
description. (Not all options are used.)
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The IPv4 packets and IPV6 packets coexist in the same network. DHCP

The IPv6 packet is transported inside an IPv4 packet.

IPV6 packets are converted into [Pv4 packets, and vice Versa. s,

translation

tunneling

dual-stack

Explanation: Topic 12.1.2 — The term for the method that allows for the coexistence
of the two types of packets on a single network is dual-stack. Tunneling allows for the
IPv6 packet to be transported inside IPv4 packets. An IP packet can also be converted
from version 6 to version 4 and vice versa. DHCP is a protocol that is used for
allocating network parameters to hosts on an IP network

39. A technician uses the ping 127.0.0.1 command. What is the technician
testing?

A. the TCP/IP stack on a network host

B. connectivity between two adjacent Cisco devices

C. connectivity between a PC and the default gateway

D. connectivity between two PCs on the same network

E. physical connectivity of a particular PC and the network

Explanation: Topic 13.2.2 — 127.0.0.1 is the loopback address, tests local TCP/IP stack.

40. Refer to the exhibit. An administrator is trying to troubleshoot connectivity
between PC1 and PC2 and uses the tracert command from PC1 to do it. Based on
the displayed output, where should the administrator begin troubleshooting?
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(
192.168.1.1 10.1.0.2

Ch> tracert 10.1.0.2

Tracing route to 10.1.0.2 over a maximum of 30
hops

1 2ms 2ms 2ms 192.168.1.254

2 = * * Request timed out

3 - = *  Request timed out

4+C

pPC2

R1

SW2

R2

SW1

Explanation: Topic 13.2.5 — Tracert is used to trace the path a packet takes. The only
successful response was from the first device along the path on the same LAN as the
sending host. The first device is the default gateway on router R1. The administrator

should therefore start troubleshooting at R1.

41. Which protocol is used by the traceroute command to send and receive echo-

requests and echo-replies?

A. SNMP
B. ICMP
C. Telnet
D. TCP
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Explanation: Topic 13.2.1 — Traceroute uses the ICMP (Internet Control Message
Protocol) to send and receive echo-request and echo-reply messages.

42. Which ICMPv6 message is sent when the IPv6 hop limit field of a packet is
decremented to zero and the packet cannot be forwarded?

A. network unreachable
B. time exceeded
C. protocol unreachable

D. port unreachable

Explanation: Topic 13.2.5 — ICMPv6 uses the hop limit field in the IPv6 packet header
to determine if the packet has expired. If the hop limit field has reached zero, a router
will send a time exceeded message back towards the source indicating that the router
cannot forward the packet.

43. A user executes a traceroute over IPv6. At what point would a router in the
path to the destination device drop the packet?

A. when the value of the Hop Limit field reaches 255
B. when the value of the Hop Limit field reaches zero
C. when the router receives an ICMP time exceeded message

D. when the target host responds with an ICMP echo reply message

Explanation: Topic 13.2.5 — When a traceroute is performed, the value in the Hop
Limit field of an IPv6 packet determines how many router hops the packet can travel.
Once the Hop Limit field reaches a value of zero, it can no longer be forwarded and
the receiving router will drop the packet.
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44. What is the purpose of ICMP messages?

A. to inform routers about network topology changes
B. to ensure the delivery of an IP packet
C. to provide feedback of IP packet transmissions

D. to monitor the process of a domain name to IP address resolution

Explanation: Topic 13.1.1 — The purpose of ICMP messages is to provide feedback
about issues that are related to the processing of IP packets.

45. What source IP address does a router use by default when the traceroute
command is issued?

A. the highest configured IP address on the router

o]
s

a loopback IP address
C. the IP address of the outbound interface

D. the lowest configured IP address on the router

Explanation: Topic 13.2.5 — When sending an echo request message, a router will use
the IP address of the exit interface as the source IP address. This default behavior can
be changed by using an extended ping and specifying a specific source IP address.

46. Match each description with an appropriate IP address. (Not all options are

used.)
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a private address

a loopback address

an experimental address

a TEST-NET address

a link-local address
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A E
B B
c c
D D
E A

169.254.1.5

127.0.0.1

240.2.6.255

192.0.2.123

172.19.20.5

127.0.0.0/8.

Explanation: Topic 11.3.1 — Link-Local addresses are assigned automatically by the
OS environment and are located in the block 169.254.0.0/16. The private addresses
ranges are 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16. TEST-NET addresses belong
to the range 192.0.2.0/24. The addresses in the block 240.0.0.0 to 255.255.255.254 are
reserved as experimental addresses. Loopback addresses belong to the block

47. A user issues a ping 192.135.250.103 command and receives a response that

includes a code of 1. What does this code represent?

A. host unreachable
B. protocol unreachable
C. port unreachable

D. network unreachable

Explanation: Topic 13.1.3 — ICMP code 1 = host unreachable.
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48. Which subnet would include the address 192.168.1.96 as a usable host
address?

A. 192.168.1.64/26

B. 192.168.1.32/27

C. 192.168.1.32/28

D. 192.168.1.64/29

Explanation: Topic 11.5.1 — For the subnet of 192.168.1.64/26, there are 6 bits for
host addresses, yielding 64 possible addresses. However, the first and last subnets are
the network and broadcast addresses for this subnet. Therefore, the range of host
addresses for this subnet is 192.168.1.65 to 192.168.1.126. The other subnets do not
contain the address 192.168.1.96 as a valid host address.

49. Open the PT Activity. Perform the tasks in the activity instructions and then
answer the question. What are the three IPv6 addresses displayed when the
route from PC1 to PC2 is traced? (Choose three.)

— = : —
PC1 IPvE Cloud P2
B PT Activity: 00:00:50 = | Bl

Open the command prompt on PC2 and use the ipv6config command to note
the IPv6 address of PC2.
Open the command prompt on PC1 and trace the route to PC2.

What are the three [Pv6 addresses displayed when the route from PC1 to PC2
1s traced? (Choosze three )

Return to the assessment to answer the question.

Modules 11 - 13: IP Addressing
Exam - Packet Tracer & Download
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PKA = 221.48KB  © 10578 downloads

A. 2001:DB8:1:1::1

B. 2001:DB8:1:1:A

C. 2001:DB8:1:2::2

D. 2001:DB8:1:2::1

E. 2001:DB8:1:3::1

F. 2001:DB8:1:3::2

G. 2001:DB8:1:4:1

Explanation: Topic 13.2.6 — Using the ipv6config command on PC2 displays the IPv6
address of PC2, which is 2001:DB8:1:4::A. The IPV6 link-local address,
FE80::260:70FF:FE34:6930, is not used in route tracing. Using the tracert
2001:DB8:1:4::A command on PC1 displays four addresses: 2001:DB8:1:1::1,
2001:DB8:1:2::1, 2001:DB8:1:3::2, and 2001:DB8:1:4::A.

50. A host is transmitting a broadcast. Which host or hosts will receive it?

A. all hosts in the same subnet
B. a specially defined group of hosts
C. the closest neighbor on the same network

D. all hosts on the Internet

Explanation: Topic 11.2.2 — Broadcast is delivered to all hosts in the same subnet.

51. A host is transmitting a unicast. Which host or hosts will receive it?

A. one specific host
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B. a specially defined group of hosts
C. all hosts on the Internet

D. the closest neighbor on the same network

Explanation: Topic 11.2.1 — Unicast is one-to-one.

52. A user issues a ping 2001:db8:FACE:39::10 command and receives a response

that includes a code of 3. What does this code represent?

A. address unreachable
B. network unreachable
C. host unreachable

D. protocol unreachable

Explanation: Topic 13.1.3 - ICMPv6 code 3 = address unreachable.

53. A host is transmitting a multicast. Which host or hosts will receive it?

A. a specially defined group of hosts
B. the closest neighbor on the same network
C. one specific host

D. directly connected network devices

Explanation: Topic 11.2.3 — Multicast is one-to-many.

60. Which is the compressed format of the IPv6 address
2001:0db8:0000:0000:0000:a0b0:0008:0001?
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A. 2001:db8::a0b0:8:1
B. 2001:db8:ab8:1:0:1000
C. 2001:db80:0:1::80:1

D. 2001:db80::1::80:1

Explanation: Topic 12.2.2 — Compress zeros: 2001:db8::a0b0:8:1.

61. Which is the compressed format of the IPv6 address
fe80:09ea:0000:2200:0000:0000:0fe0:0290?

A. fe80:9ea:0:2200::fe0:290
B. fe80:9:20:b000:290
C. fe80:9€a0::2020:0:bf:e0:9290

D. fe80:9ea0:2020::bf:e0:9290

Explanation: Topic 12.2.2 — Compress leading zeros and use :: once.

62. Which is the compressed format of the IPv6 address
2002:0042:0010:c400:0000:0000:0000:0909?

A. 2002:42:10:c400::909
B. 200:420:110:c4b::910:0:90
C. 2002:4200:25:1090:0:99

D. 2002:42::25:1090:0:99

Explanation: Topic 12.2.2 — 2002:42:10:c400::909.
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63. Which is the compressed format of the IPv6 address
2001:0db8:0000:0000:0ab8:0001:0000:1000?

A. 2001:db8::ab8:1:0:1000
B. 2001:db8:alb0:8:1
C. 2001:db8:1::ab8:0:1

D. 2001:db8:0:1::8:1

Explanation: Topic 12.2.2 — 2001:db8::ab8:1:0:1000.

64. Which is the compressed format of the IPv6 address
2002:0420:00c4:1008:0025:0190:0000:0990?

A. 2002:420:c4:1008:25:190::990
B. 2002:42:10:c400::909
C. 2002:4200:25:1090:0:99

D. 2002:42::25:1090:0:99

Explanation: Topic 12.2.2 — It is 2002:420:c4:1008:25:190::990.

66. Which is the compressed format of the IPv6 address
fe80:0000:0000:0000:0220:0b3f:f0e0:0029?

A. fe80::220:b3f:f0e0:29
B. fe80:9ea:0:2200::fe0:290
C. fe80:9€a0::2020:0:bf:e0:9290

D. fe80:9ea0:2020::bf:e0:9290
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Explanation: Topic 12.2.2 — It is fe80::220:b3f:f0e0:29.

70. A user issues a ping 2001:db8:FACE:39::10 command and receives a response
that includes a code of 2. What does this code represent?

A. beyond scope of the source address
B. communication with the destination administratively prohibited
C. address unreachable

D. no route to destination

Explanation: Topic 13.1.3 — ICMPv6 code 2 = beyond scope of source address.

71. A user issues a ping 192.135.250.103 command and receives a response that
includes a code of 1. What does this code represent?

A. host unreachable
B. beyond scope of the source address
C. address unreachable

D. communication with the destination administratively prohibited

Explanation: Topic 13.1.3 — IPv4 code 1 = host unreachable.

72. A user issues a ping fe80:65ab:dcc1::100 command and receives a response
that includes a code of 3. What does this code represent?

A. address unreachable

B. communication with the destination administratively prohibited
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C. beyond scope of the source address

D. no route to destination

Explanation: Topic 13.1.3 — ICMPv6 code 3 = address unreachable.

73. A user issues a ping 10.10.14.67 command and receives a response that
includes a code of 0. What does this code represent?

A. network unreachable
B. protocol unreachable
C. port unreachable

D. host unreachable

Explanation: Topic 13.1.3 — IPv4 code 0 = network unreachable.

74. A user issues a ping fe80:65ab:dcc1::100 command and receives a response
that includes a code of 4. What does this code represent?

A. port unreachable

B. host unreachable

C. protocol unreachable

D. network unreachable

Explanation: Topic 13.1.3 — ICMPv6 code 4 = port unreachable.

75. A user issues a ping 198.133.219.8 command and receives a response that
includes a code of 0. What does this code represent?
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A. network unreachable
B. protocol unreachable
C. port unreachable

D. host unreachable

Explanation: Topic 13.1.3 — IPv4 code 0 = network unreachable.

76. A user issues a ping 2001:db8:3040:114::88 command and receives a

response that includes a code of 4. What does this code represent?

A. port unreachable
B. host unreachable
C. protocol unreachable

D. network unreachable

Explanation: Topic 13.1.3 — ICMPv6 code 4 = port unreachable.

77. A user issues a ping 2001:db8:FACE:39::10 command and receives a response

that includes a code of 2. What does this code represent?

A. beyond scope of the source address

B. host unreachable

(o)

protocol unreachable

D. network unreachable

Explanation: Topic 13.1.3 — ICMPv6 code 2 = beyond scope of source address.
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@ Ace Your CCNA Exam - Complete Study
Pack!

Get 500+ exam-realistic questions, Packet Tracer labs, and detailed explanations.

& Download Full pack

Understanding IP Addressing (Modules 11-13)

Passing the CCNA 1 v7 Modules 11-13 exam requires a solid understanding of IPv4
and IPv6 addressing, subnetting, VLSM, and ICMP. These modules cover the IPv4
addressing structure, subnetting, VLSM, IPv6 addressing, address types, and

ICMP - essential for network design and troubleshooting.

Why Modules 11-13 Matter for Your Networking Career

Modules 11-13 dive deep into IP addressing, which is foundational for all
networking. You learn how to efficiently allocate IP addresses, design subnetting
schemes, and understand the transition to IPv6. Employers expect CCNA-certified
professionals to be proficient in subnetting, VLSM, and IPv6 addressing.
Mastering these topics prepares you for routing, network design, and

troubleshooting.

Key Topics Covered in the Exam

Our verified answers address common exam questions on:

e IPv4 Addressing: Classes, private vs public, network and host portions.
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e Subnetting: Calculating subnets, host addresses, and broadcast addresses.
e VLSM: Variable Length Subnet Masking to efficiently use address space.

e IPv6 Addressing: Types (global unicast, link-local, multicast, anycast),
compression, EUI-64, SLAAC.

e ICMP: Purpose, error messages, ping, traceroute.

Many questions require you to calculate subnet ranges, identify address types, or
interpret ICMP codes. Practice binary conversion and subnetting calculations to
succeed.

Common Pitfalls to Avoid

Students often confuse public and private addresses, or forget to subtract 2 for
network and broadcast addresses. Another common mistake is misapplying VLSM —
ensure that subnets do not overlap. Also, remember the difference between IPv6
types: link-local starts with FE80, unique local with FCOO, global unicast with
2000::/3.

When practicing with our answers, focus on the concept behind each correct answer.
For example, instead of remembering "option B is the correct subnet”, learn how to

calculate the range and identify the valid host addresses.

Study Strategies That Work

Combine our exam answers with hands-on practice. Use Packet Tracer to configure
IPv4 and IPv6 addresses on routers and PCs. Practice subnetting by designing a
network with varying host requirements. Use online subnet calculators to verify your
manual calculations. This practical approach cements the theory from Modules 11-
13.

We also recommend creating flashcards for key terms: subnet mask, prefix length,
VLSM, EUI-64, SLAAC, ICMP, ping, traceroute. Quiz yourself daily until you can
define each term without hesitation.

How to Use This Answer Page Effectively

Our goal at CoursMooc.com is to provide accurate, up-to-date answers for the

latest CCNA v7 curriculum. For each question, we include an explanation—not just
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the correct choice. Read those explanations carefully. If you find a concept unclear,

refer to the official Cisco NetAcad course materials or our additional tutorials linked

below.

We regularly update this page to match any changes in the exam. If you notice
discrepancies, please let us know through the comments. Your feedback helps other

learners succeed.

What's Next After Modules 11-13?

After mastering IP addressing, Modules 14-15 cover network application
communications, and Modules 16-17 focus on building and securing a small
network. Each step builds on the fundamentals you solidify here. By completing all
three CCNA 1 v7 exams (Modules 1-3, 4-7, 8-10, and 11-13), you earn the official
“Introduction to Networks" badge — a stepping stone to the full CCNA certification.

Final Tips for Exam Day

Before starting the real exam:
e Get a good night's sleep — fatigue leads to misreading questions.

e Read each question twice. Some ask "Which two statements are correct?" —
don't just pick one answer.

e Manage your time. You typically have 50-60 minutes for 40-50 questions. Skip

difficult ones and return later.

e Look for keywords like "not", "except", or "only". One word changes the entire

meaning.
e Trust your first instinct unless you find clear evidence you misread.

Remember: The CCNA v7 curriculum emphasizes practical troubleshooting. If you
can explain why a subnet is chosen or why a ping fails with a certain code, you're
ready. Use our answers to verify your thinking, then reinforce with simulation tools.
Good luck on your exam — and on your journey to networking expertise.
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