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CCNA 1 v7 Modules 16-17: Building and Securing a

Small Network Exam Answers

Checkpoint Exam: Building and Securing a Small Network. This comprehensive study guide
covers Modules 16-17 of the CCNA1 Introduction to Networks v7.0 (ITN), including network
security, SSH, troubleshooting, network design, and device management.

1. Which component is designed to protect against unauthorized
communications to and from a computer?

A. security center

B. portscanner

C. antimalware

D. antivirus

E. firewall

Explanation: Topic 16.3.5 — A firewall protects against unauthorized communications.

2. Which command will block login attempts on RouterA for a period of 30
seconds if there are 2 failed login attempts within 10 seconds?

A. RouterA(config)# login block-for 10 attempts 2 within 30
B. RouterA(config)# login block-for 30 attempts 2 within 10
C. RouterA(config)# login block-for 2 attempts 30 within 10

D. RouterA(config)# login block-for 30 attempts 10 within 2
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Explanation: Topic 16.4.3 — The syntax is login block-for seconds attempts attempts
within seconds.

3. What is the purpose of the network security accounting function?

A. to require users to prove who they are
B. to determine which resources a user can access
C. to keep track of the actions of a user

D. to provide challenge and response questions

Explanation: Topic 16.3.4 — Accounting tracks user actions.

4. What type of attack may involve the use of tools such as nslookup and fping?

A. access attack
B. reconnaissance attack
C. denial of service attack

D. worm attack

Explanation: Topic 16.2.2 — Reconnaissance attacks use tools like nslookup and fping
to gather information.

5. Match each weakness with an example. (Not all options are used.)
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security policy weakness

configuration weakness

technological weakness

The network ini: did not fully
A A | the implicati of ized users

the network.

A network i is ining the
B c

system of a network device for vulnerabilities.

>< When implementing an access list on a router, a

c B network engineer did not filter a type of malicous
traffic.

Explanation: Topic 16.1.2 - An employee who is trying to guess the password of
another user exemplifies not a weakness but an attack.

Weakness

Example

security policy
weakness

The network administrator did not fully consider the
implications of unauthorized users accessing the network.

configuration
weakness

When implementing an access list on a router, a network
engineer did not filter a type of malicious traffic.

technological
weakness

A network engineer is examining the operating system of a
network device for vulnerabilities.

6. Match the type of information security threat to the scenario. (Not all options

are used.)
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information theft

installing virus code to destroy surveillance

recordings for cerain days
identity theft

—

data loss

disruption of servic
ik il pretending to be someone else by using stolen

personal information to apply for a credit card

preventing users from accessing a website by
sending a large number of link requests in a
short period

obtaining trade secret documents illegally

cracking the password of an administrator
account on a server

Explanation: Topic 16.1.2 - Common threats: information theft, identity theft, data
loss/manipulation, disruption of service.

7. Which example of malicious code would be classified as a Trojan horse?

A. malware that was written to look like a video game
B. malware that requires manual user intervention to spread between systems

C. malware that attaches itself to a legitimate program and spreads to other
programs when launched

D. malware that can automatically spread from one system to another by exploiting
a vulnerability in the target

Explanation: Topic 16.2.1 — A Trojan horse is malicious code that has been written
specifically to look like a legitimate program. This is in contrast to a virus, which
simply attaches itself to an actual legitimate program. Viruses require manual
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intervention from a user to spread from one system to another, while a worm is able
to spread automatically between systems by exploiting vulnerabilities on those
devices.

8. What is the difference between a virus and a worm?

A. Viruses self-replicate but worms do not.
B. Worms self-replicate but viruses do not.
C. Worms require a host file but viruses do not.

D. Viruses hide in legitimate programs but worms do not.

Explanation: Topic 16.2.1 — Worms self-replicate and spread without user
intervention.

9. Which attack involves a compromise of data that occurs between two end
points?

A. denial-of-service

B. man-in-the-middle attack

C. extraction of security parameters

D. username enumeration

Explanation: Topic 16.2.3 — A man-in-the-middle attack intercepts data between two
endpoints.

10. Which type of attack involves an adversary attempting to gather information
about a network to identify vulnerabilities?

A. reconnaissance
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B. DoS
C. dictionary

D. man-in-the-middle

Explanation: Topic 16.2.2 — Reconnaissance attacks gather information about
network vulnerabilities.

11. Match the description to the type of firewall filtering. (Not all options are
used.)
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stateful packet inspection

URL filtering

application filtering

packet filtering

prevents or allows access based on
the operating system of the source or
destination device

prevents or allows access based on
the port numbers used in the request

application filtering

prevents or allows access based on
whether the traffic is in response to
requests from internal hosts

stateful packet inspection

prevents or allows access based on
web addresses or keywords

URL filtering

prevents or allows access based on
the IP or MAC addresses of the source
and destination

packet filtering

source and destination.

Explanation: Topic 16.3.6 - Stateful packet inspection: Prevents or allows access
based on whether the traffic is in response to requests from internal hosts. URL
filtering: Prevents or allows access based on web addresses or keywords. Application
filtering: Prevents or allows access based on the port numbers used in the request.
Packet filtering: Prevents or allows access based on the IP or MAC addresses of the

12. What is the purpose of the network security authentication function?

A. to require users to prove who they are
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B. to determine which resources a user can access
C. to keep track of the actions of a user

D. to provide challenge and response questions

Explanation: Topic 16.3.4 — Authentication, authorization, and accounting are
network services collectively known as AAA. Authentication requires users to prove
who they are. Authorization determines which resources the user can access.
Accounting keeps track of the actions of the user.

13. Which firewall feature is used to ensure that packets coming into a network
are legitimate responses to requests initiated from internal hosts?

A. stateful packet inspection

B. URL filtering

C. application filtering

D. packet filtering

Explanation: Topic 16.3.6 — Stateful packet inspection on a firewall checks that
incoming packets are actually legitimate responses to requests originating from hosts
inside the network. Packet filtering can be used to permit or deny access to resources
based on IP or MAC address. Application filtering can permit or deny access based on
port number. URL filtering is used to permit or deny access based on URL or on

keywords.

14. When applied to a router, which command would help mitigate brute-force
password attacks against the router?

A. exec-timeout 30

B. service password-encryption

C. banner motd $Max failed logins = 5%

D. login block-for 60 attempts 5 within 60
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Explanation: Topic 16.4.3 — The login block-for command sets a limit on the
maximum number of failed login attempts allowed within a defined period of time. If
this limit is exceeded, no further logins are allowed for the specified period of time.
This helps to mitigate brute-force password cracking since it will significantly increase
the amount of time required to crack a password. The exec-timeout command
specifies how long the session can be idle before the user is disconnected. The service
password-encryption command encrypts the passwords in the running configuration.
The banner motd command displays a message to users who are logging in to the
device.

15. Identify the steps needed to configure a switch for SSH. The answer order

does not matter. (Not all options are used.)

Create a local user. required steps for SSH configuration

Generate RSAkeys. Create a local user.

Use the login command.

Configure a domain name. Generate RSA keys.

Use the login local command.

- Configure a domain name.
Use the password cisco command,

Use the transport input ssh commari..

Use the login local command.

Use the transport input ssh command.

Explanation: Topic 16.4.4 — SSH requires a domain name, RSA keys, and a local user
database.

16. What feature of SSH makes it more secure than Telnet for a device
management connection?
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A. confidentiality with IPsec
B. stronger password requirement
C. random one-time port connection

D. login information and data encryption

Explanation: Topic 16.4.4 — Secure Shell (SSH) is a protocol that provides a secure
management connection to a remote device. SSH provides security by providing
encryption for both authentication (username and password) and the transmitted
data. Telnet is a protocol that uses unsecure plaintext transmission. SSH is assigned to
TCP port 22 by default. Although this port can be changed in the SSH server
configuration, the port is not dynamically changed. SSH does not use IPsec.

17. What is the advantage of using SSH over Telnet?

A. SSHis easier to use.
B. SSH operates faster than Telnet.
C. SSH provides secure communications to access hosts.

D. SSH supports authentication for a connection request.

Explanation: Topic 16.4.4 — SSH provides a secure method for remote access to hosts
by encrypting network traffic between the SSH client and remote hosts. Although
both Telnet and SSH request authentication before a connection is established, Telnet
does not support encryption of login credentials.

18. What is the role of an IPS?

A. detecting and blocking of attacks in real time
B. connecting global threat information to Cisco network security devices
C. authenticating and validating traffic

D. filtering of nefarious websites
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Explanation: Topic 16.3.4 — An intrusion prevention system (IPS) provides real-time
detection and blocking of attacks.

19. A user is redesigning a network for a small company and wants to ensure
security at a reasonable price. The user deploys a new application-aware firewall
with intrusion detection capabilities on the ISP connection. The user installs a
second firewall to separate the company network from the public network.
Additionally, the user installs an IPS on the internal network of the company.

What approach is the user implementing?

A. attack based
B. risk based

C. structured

o

layered

Explanation: Topic 16.3.1 — Using multiple defenses at different points creates a
layered security approach.

20. What is an accurate description of redundancy?

A. configuring a router with a complete MAC address database to ensure that all
frames can be forwarded to the correct destination

B. configuring a switch with proper security to ensure that all traffic forwarded
through an interface is filtered

C. designing a network to use multiple virtual devices to ensure that all traffic uses
the best path through the internetwork

D. designing a network to use multiple paths between switches to ensure there
is no single point of failure

Explanation: Topic 17.1.4 — Redundancy attempts to remove any single point of
failure in a network by using multiple physically cabled paths between switches in the
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network.

21. A network administrator is upgrading a small business network to give high
priority to real-time applications traffic. What two types of network services is

the network administrator trying to accommodate? (Choose two.)

A. voice

B. video

C. instant messaging
D. FTP

E. SNMP

Explanation: Topic 17.1.5 — Streaming media, such as video, and voice traffic, are
both examples of real-time traffic. Real-time traffic needs higher priority through the
network than other types of traffic because it is very sensitive to network delay and
latency.

22. What is the purpose of a small company using a protocol analyzer utility to
capture network traffic on the network segments where the company is
considering a network upgrade?

A. to identify the source and destination of local network traffic

B. to capture the Internet connection bandwidth requirement

C. to document and analyze network traffic requirements on each network

segment

D. to establish a baseline for security analysis after the network is upgraded

Explanation: Topic 17.3.2 — An important prerequisite for considering network
growth is to understand the type and amount of traffic that is crossing the network as
well as the current traffic flow. By using a protocol analyzer in each network segment,
the network administrator can document and analyze the network traffic pattern for
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each segment, which becomes the base in determining the needs and means of the
network growth.

23. Refer to the exhibit. An administrator is testing connectivity to a remote
device with the IP address 10.1.1.1. What does the output of this command

indicate?

Switch# ping 10.1.1.1

Type escape sedquence to abort.

Sending 3, 100-byte ICMP Eches te 10.1.1.1, timeout is Z seccnds:
ouuuT

Success rate iz 0 percent (0/43)

Connectivity to the remote device was successful.
A router along the path did not have a route to the destination.
A ping packet is being blocked by a security device along the path.

The connection timed out while waiting for a reply from the remote device.

Explanation: Topic 17.4.1 — In the output of the ping command, an exclamation mark

(") indicates a response was successfully received, a period (.) indicates that the
connection timed out while waiting for a reply, and the letter “U” indicates that a
router along the path did not have a route to the destination and sent an ICMP
destination unreachable message back to the source.

24. Which method is used to send a ping message specifying the source address

for the ping?

A.

127.0.0.1

Issue the ping command from within interface configuration mode.
Issue the ping command without specifying a destination IP address.
Issue the ping command without extended commands.

Issue the ping command after shutting down un-needed interfaces.
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Explanation: Topic 17.4.2 — By issuing the ping command without a destination IP
address in privileged EXEC mode, the Cisco IOS enters extended ping mode. This
allows the user to implement extended commands which include source IP address.

25. A network engineer is analyzing reports from a recently performed network
baseline. Which situation would depict a possible latency issue?

A. achange in the bandwidth according to the show interfaces output

B. a next-hop timeout from a traceroute

C. an increase in host-to-host ping response times

D. achange in the amount of RAM according to the show version output

Explanation: Topic 17.4.1 — While analyzing historical reports an administrator can
compare host-to-host timers from the ping command and depict possible latency
issues.

26. Which statement is true about Cisco 10S ping indicators?

A. 'l"indicates that the ping was unsuccessful and that the device may have issues
finding a DNS server.

B. 'U' may indicate that a router along the path did not contain a route to the
destination address and that the ping was unsuccessful.

C. ''indicates that the ping was successful but the response time was longer than
normal.

D. A combination of " and '!" indicates that a router along the path did not have a
route to the destination address and responded with an ICMP unreachable message.

Explanation: Topic 17.4.1 — The most common indicators of a ping issued from the
Cisco IOS are "1", “.", and "U". The "!" indicates that the ping completed successfully,
verifying connectivity at Layer 3. The "." may indicate that a connectivity problem,
routing problem, or device security issue exists along the path and that an ICMP
destination unreachable message was not provided. The “U" indicates that a router
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along the path may not have had a route to the destination address, and that it
responded with an ICMP unreachable message.

27. A user reports a lack of network connectivity. The technician takes control of
the user machine and attempts to ping other computers on the network and
these pings fail. The technician pings the default gateway and that also fails.
What can be determined for sure by the results of these tests?

A. The NICin the PC is bad.
B. The TCP/IP protocol is not enabled.
C. The router that is attached to the same network as the workstation is down.

D. Nothing can be determined for sure at this point.

Explanation: Topic 17.4.1 — In networks today, a failed ping could mean that the
other devices on the network are blocking pings. Further investigation such as
checking network connectivity from other devices on the same network is warranted.

28. A network technician issues the C:> tracert -6 www.cisco.com command on a
Windows PC. What is the purpose of the -6 command option?

A. It forces the trace to use IPv6.

B. It limits the trace to only 6 hops.

C. It sets a 6 milliseconds timeout for each replay.

D. It sends 6 probes within each TTL time period.

Explanation: Topic 17.4.3 — The -6 option in the command C:> tracert -6
www.cisco.com is used to force the trace to use IPv6.

29. Why would a network administrator use the tracert utility?
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A. to determine the active TCP connections on a PC
B. to check information about a DNS name in the DNS server
C. to identify where a packet was lost or delayed on a network

D. todisplay the IP address, default gateway, and DNS server address for a PC

Explanation: Topic 17.4.3 — The tracert utility is used to identify the path a packet
takes from source to destination. Tracert is commonly used when packets are
dropped or not reaching a specific destination.

30. A ping fails when performed from router R1 to directly connected router R2.
The network administrator then proceeds to issue the show cdp neighbors
command. Why would the network administrator issue this command if the ping
failed between the two routers?

A. The network administrator suspects a virus because the ping command did not
work.

B. The network administrator wants to verify Layer 2 connectivity.
C. The network administrator wants to verify the IP address configured on router R2.

D. The network administrator wants to determine if connectivity can be established
from a non-directly connected network.

Explanation: Topic 17.5.6 — The show cdp neighbors command can be used to prove
that Layer 1 and Layer 2 connectivity exists between two Cisco devices. For example, if
two devices have duplicate IP addresses, a ping between the devices will fail, but the
output of show cdp neighbors will be successful. The show cdp neighbors detail could
be used to verify the IP address of the directly connected device in case the same IP
address is assigned to the two routers.

31. A network engineer is troubleshooting connectivity issues among
interconnected Cisco routers and switches. Which command should the engineer
use to find the IP address information, host name, and 10S version of

neighboring network devices?
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A. show version
B. show ip route
C. show interfaces

D. show cdp neighbors detail

Explanation: Topic 17.5.6 — The show cdp neighbors detail command reveals much
information about neighboring Cisco devices, including the IP address, the
capabilities, host name, and IOS version. The show interfaces and show version
commands display information about the local device.

32. What information about a Cisco router can be verified using the show
version command?

A. the routing protocol version that is enabled
B. the value of the configuration register
C. the operational status of serial interfaces

D. the administrative distance used to reach networks

Explanation: Topic 17.5.5 — The value of the configuration register can be verified
with the show version command.

33. Which command should be used on a Cisco router or switch to allow log
messages to be displayed on remotely connected sessions using Telnet or SSH?

A. debug all
B. logging synchronous
C. show running-config

D. terminal monitor
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Explanation: Topic 17.6.4 — The terminal monitor command is very important to use
when log messages appear. Log messages appear by default when a user is directly
consoled into a Cisco device, but require the terminal monitor command to be
entered when a user is accessing a network device remotely.

34. Which command can an administrator issue on a Cisco router to send debug

messages to the vty lines?

A. terminal monitor
B. logging console
C. logging buffered

D. logging synchronous

Explanation: Topic 17.6.4 — Debug messages, like other I0S log messages, are sent to
the console line by default. Sending these messages to the terminal lines requires the
terminal monitor command.

35. By following a structured troubleshooting approach, a network administrator
identified a network issue after a conversation with the user. What is the next
step that the administrator should take?

A. \Verify full system functionality.

B. Test the theory to determine cause.

C. Establish a theory of probable causes.

D. Establish a plan of action to resolve the issue.

Explanation: Topic 17.6.1 — After identifying the problem, the next step is to establish
a theory of probable causes.
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36. Users are complaining that they are unable to browse certain websites on the
Internet. An administrator can successfully ping a web server via its IP address,
but cannot browse to the domain name of the website. Which troubleshooting
tool would be most useful in determining where the problem is?

A. netstat

B. tracert

C. nslookup

D. ipconfig

Explanation: Topic 17.7.5 — The nslookup command can be used to look up
information about a particular DNS name in the DNS server. The information includes
the IP address of the DNS server being used as well as the IP address associated with
the specified DNS name. This command can help verify the DNS that is used and if
the domain name to IP address resolution works.

37. An employee complains that a Windows PC cannot connect to the Internet. A
network technician issues the ipconfig command on the PC and is shown an IP
address of 169.254.10.3. Which two conclusions can be drawn? (Choose two.)

A. The PC cannot contact a DHCP server.

B. The DNS server address is misconfigured.

C. The default gateway address is not configured.

D. The PCis configured to obtain an IP address automatically.

E. The enterprise network is misconfigured for dynamic routing.

Explanation: Topic 17.7.3 - When a Windows PC is configured to obtain an IP
address automatically, the PC will try to obtain an IP address from a DHCP server.
When the PC cannot contact a DHCP server, Windows will automatically assign an
address belonging to the 169.254.0.0/16 range.
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38. Refer to the exhibit. Host H3 is having trouble communicating with host H1.
The network administrator suspects a problem exists with the H3 workstation
and wants to prove that there is no problem with the R2 configuration. What
tool could the network administrator use on router R2 to prove that
communication exists to host H1 from the interface on R2, which is the interface

that H3 uses when communicating with remote networks?

A. traceroute
B. show cdp neighbors
C. Telnet

D. an extended ping

Explanation: Topic 17.4.2 — An extended ping allows an administrator to select
specific ping features. For example in this situation, the network administrator could
do an extended ping and specify a source address of the gigabit Ethernet port on the
router. The destination address would be the IP address of host H1. If the ping
succeeds connectivity exists from the Ethernet router interface on R2 to device H1.

39. Refer to the exhibit. Baseline documentation for a small company had ping
round trip time statistics of 36/97/132 between hosts H1 and H3. Today the
network administrator checked connectivity by pinging between hosts H1 and
H3 that resulted in a round trip time of 1458/2390/6066. What does this indicate
to the network administrator?
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A. Connectivity between H1 and H3 is fine.

B. H3 s not connected properly to the network.

C. Something is causing interference between H1 and R1.

D. Performance between the networks is within expected parameters.

E. Something is causing a time delay between the networks.

Explanation: Topic 17.4.5 — Ping round trip time statistics are shown in milliseconds.
The larger the number the more delay. A baseline is critical in times of slow
performance. By looking at the documentation for the performance when the
network is performing fine and comparing it to information when there is a problem,
a network administrator can resolve problems faster.

40. Which network service automatically assigns IP addresses to devices on the

network?
A. DHCP
B. Telnet
C. DNS

D. traceroute

Explanation: Topic 17.2.2 — Dynamic Host Configuration Protocol (DHCP) can be used
to allow end devices to automatically configure IP information, such as their IP
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address, subnet mask, DNS server, and default gateway. The DNS service is used to
provide domain name resolution, mapping hostnames to IP addresses. Telnet is a
method for remotely accessing a CLI session of a switch or router. Traceroute is a
command used to determine the path a packet takes as it traverses the network.

41. Which command can an administrator execute to determine what interface a

router will use to reach remote networks?

A. show arp
B. show interfaces
C. show ip route

D. show protocols

Explanation: Topic 17.5.5 — The show ip route command is used to display the IP
routing table of the router. The IP routing table will show a list of known local and
remote networks and the interfaces that the router will use to reach those networks.

42. On which two interfaces or ports can security be improved by configuring

executive timeouts? (Choose two.)

A. Fast Ethernet interfaces
B. console ports

C. serial interfaces

D. vty ports

E. loopback interfaces

Explanation: Topic 16.4.3 — Executive timeouts allow the Cisco device to
automatically disconnect users after they have been idle for the specified time.
Console, vty, and aux ports can be configured with executive timeouts.
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43. When configuring SSH on a router to implement secure network
management, a network engineer has issued the login local and transport input
ssh line vty commands. What three additional configuration actions have to be
performed to complete the SSH configuration? (Choose three.)

A. Set the user privilege levels.

B. Generate the asymmetric RSA keys.

C. Configure the correct IP domain name.

D. Configure role-based CLI access.

E. Create a valid local username and password database.

F. Manually enable SSH after the RSA keys are generated.

Explanation: Topic 16.4.4 — SSH is automatically enabled after the RSA keys are
generated. Setting user privilege levels and configuring role-based CLI access are
good security practices but are not a requirement of implementing SSH.

44. What is considered the most effective way to mitigate a worm attack?

A. Change system passwords every 30 days.
B. Ensure that all systems have the most current virus definitions.
C. Ensure that AAA is configured in the network.

D. Download security updates from the operating system vendor and patch all
vulnerable systems.

Explanation: Topic 16.3.3 — Because worms take advantage of vulnerabilities in the
system itself, the most effective way to mitigate worm attacks is to download security
updates from the operating system vendor and patch all vulnerable systems.

45. Which statement describes the ping and tracert commands?

127.0.0.1:3004/exams/cisco/ccna-1-v7-modules-16-17-building-and-securing-a-small-network...  23/39



9/4/26, 5:26 PM CCNA 1 v7 Modules 16-17: Building and Securing a Small Network Exam Ans...

A. Tracert shows each hop, while ping shows a destination reply only.
B. Tracert uses IP addresses; ping does not.
C. Both ping and tracert can show results in a graphical display.

D. Ping shows whether the transmission is successful; tracert does not.

Explanation: Topic 17.4.1 — The ping utility tests end-to-end connectivity between
the two hosts. However, if the message does not reach the destination, there is no
way to determine where the problem is located. On the other hand, the traceroute
utility (tracert in Windows) traces the route a message takes from its source to the
destination. Traceroute displays each hop along the way and the time it takes for the
message to get to that network and back.

46. A technician is to document the current configurations of all network devices
in a college, including those in off-site buildings. Which protocol would be best
to use to securely access the network devices?

A. FTP
B. HTTP
C. SSH
D. Telnet

Explanation: Topic 16.4.4 — Telnet sends passwords and other information in clear
text, while SSH encrypts its data. FTP and HTTP do not provide remote device access
for configuration purposes.

47. Open the PT Activity. Perform the tasks in the activity instructions and then
answer the question. Which command has to be configured on the router to
complete the SSH configuration?
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A. service password-encryption
B. transport input ssh
C. enable secret class

D. ip domain-name cisco.com

Explanation: Topic 16.4.4 — The missing command to complete the SSH configuration
is transport input ssh in line vty 0 4 mode.The commands service password-
encryption and enable secret class do configure secure features on the router, but are
not required to configure SSH. The command ip domain-name cisco.com is not
required because the command ip domain-name span.com has been used.

48. An administrator decides to use "WhatAreyouwaiting4" as the password on a
newly installed router. Which statement applies to the password choice?

A. Itis strong because it uses a passphrase.
B. Itis weak because it is often the default password on new devices.
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C. ltis weak since it uses easily found personal information.

D. Itis weak since it is a word that is easily found in the dictionary.

Explanation: Topic 16.4.2 — A passphrase is strong because it combines multiple
words.

49. An administrator decides to use "pR3s!d7n&0" as the password on a newly
installed router. Which statement applies to the password choice?

A. Itis strong because it uses a minimum of 10 numbers, letters and special
characters.

B. Itis weak because it is often the default password on new devices.

C. ltis weak since it uses easily found personal information.

D. Itis weak since it is a word that is easily found in the dictionary.

Explanation: Topic 16.4.2 — The password uses a mix of characters and is long.

50. An administrator decides to use "5$7*4#033!" as the password on a newly
installed router. Which statement applies to the password choice?

A. Itis strong because it contains 10 numbers and special characters.
B. Itis weak because it is often the default password on new devices.
C. ltis weak since it uses easily found personal information.

D. Itis strong because it uses a minimum of 10 numbers, letters and special
characters.

Explanation: Topic 16.4.2 — The password uses numbers and special characters.
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51. An administrator decides to use "pR3s!d7n&0" as the password on a newly

installed router. Which statement applies to the password choice?

A. Itis strong because it uses a minimum of 10 numbers, letters and special
characters.
B. Itis weak since it is a word that is easily found in the dictionary.

C. ltis strong because it uses a passphrase.

D. |Itis strong because it contains 10 numbers and special characters.

Explanation: Topic 16.4.2 — The password uses a mix of characters and is long.

52. An administrator decides to use "12345678!" as the password on a newly

installed router. Which statement applies to the password choice?

A. Itis weak because it uses a series of numbers or letters.
B. Itis strong because it uses a passphrase.
C. Itisweak since it is a word that is easily found in the dictionary.

D. |Itis strong because it uses a minimum of 10 numbers, letters and special
characters.

Explanation: Topic 16.4.1 — Sequential numbers are weak.

53. An administrator decides to use "admin" as the password on a newly
installed router. Which statement applies to the password choice?

A. Itis weak because it is often the default password on new devices.
B. Itis strong because it uses a passphrase.

C. ltis strong because it uses a minimum of 10 numbers, letters and special

characters.

127.0.0.1:3004/exams/cisco/ccna-1-v7-modules-16-17-building-and-securing-a-small-network...  27/39



9/4/26, 5:26 PM CCNA 1 v7 Modules 16-17: Building and Securing a Small Network Exam Ans...

D. Itis strong because it contains 10 numbers and special characters.

Explanation: Topic 16.4.1 — "admin" is a common default password.

54. An administrator decides to use "Feb121978" as the password on a newly

installed router. Which statement applies to the password choice?

A. Itis weak because it uses easily found personal information.
B. Itis strong because it uses a passphrase.
C. Itis weak since it is a word that is easily found in the dictionary.

D. Itis strong because it uses a minimum of 10 numbers, letters and special
characters.

Explanation: Topic 16.4.2 — Personal information like dates is weak.

55. An administrator decides to use "password" as the password on a newly
installed router. Which statement applies to the password choice?

A. Itis weak because it is a commonly used password.

B. Itis weak since it is a word that is easily found in the dictionary.

C. ltis strong because it uses a passphrase.

D. |Itis strong because it uses a minimum of 10 numbers, letters and special
characters.

Explanation: Topic 16.4.1 — "password" is a commonly used weak password.

56. An administrator decides to use "RobErT" as the password on a newly
installed router. Which statement applies to the password choice?
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A. Itis weak since it uses easily found personal information.
B. Itis strong because it uses a passphrase.

C. ltis strong because it uses a minimum of 10 numbers, letters and special
characters.

D. Itis strong because it contains 10 numbers and special characters.

Explanation: Topic 16.4.2 — Names are easily guessed personal information.

57. An administrator decides to use "Elizabeth"” as the password on a newly
installed router. Which statement applies to the password choice?

A. Itis weak because it uses easily found personal information.

B. Itis strong because it uses a passphrase.

C. Itis weak since it is a word that is easily found in the dictionary.

D. Itis strong because it uses a minimum of 10 numbers, letters and special
characters.

Explanation: Topic 16.4.2 — Names are easily guessed personal information.

58. A network technician is troubleshooting an issue and needs to verify the IP
addresses of all interfaces on a router. What is the best command to use to
accomplish the task?

A. show ip interface brief

B. nslookup

C. ipconfig getifaddr en0

D. show ip route

127.0.0.1:3004/exams/cisco/ccna-1-v7-modules-16-17-building-and-securing-a-small-network...  29/39



9/4/26, 5:26 PM CCNA 1 v7 Modules 16-17: Building and Securing a Small Network Exam Ans...

Explanation: Topic 17.5.7 — show ip interface brief displays IP addresses of all
interfaces.

59. Students who are connected to the same switch are having slower than

normal response times. The administrator suspects a duplex setting issue. What

is the best command to use to accomplish the task?

A. show interfaces
B. ipconfig getifaddr en0
C. copy running-config startup-config

D. show ip nat translations

Explanation: Topic 17.7.1 — show interfaces displays duplex settings.

60. A user wants to know the IP address of the PC. What is the best command to

use to accomplish the task?

A. ipconfig
B. copy running-config startup-config
C. show interfaces

D. show ip nat translations

Explanation: Topic 17.5.1 — ipconfig displays the PC's IP address.

61. A student wants to save a router configuration to NVRAM. What is the best
command to use to accomplish the task?

A. copy running-config startup-config
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B. show interfaces
C. show ip nat translations

D. show ip route

Explanation: Topic 17.5.1 — copy running-config startup-config saves to
NVRAM.

62. A support technician needs to know the IP address of the wireless interface
on a MAC. What is the best command to use to accomplish the task?

A. ipconfig getifaddr en0
B. copy running-config startup-config
C. show interfaces

D. show ip nat translations

Explanation: Topic 17.5.3 — ipconfig getifaddr en@ gets the IP address of the
wireless interface on macOS.

63. A network technician is troubleshooting an issue and needs to verify all of
the IPv6 interface addresses on a router. What is the best command to use to
accomplish the task?

A. show ipv6 interface

B. show interfaces

C. show ip nat translations

D. show ip route
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Explanation: Topic 17.5.5 — show ipv6 interface displays IPv6 addresses on all
interfaces.

64. A teacher is having difficulties connecting his PC to the classroom network.
He needs to verify that a default gateway is configured correctly. What is the
best command to use to accomplish the task?

A. ipconfig

B. copy running-config startup-config

C. show interfaces

D. show ip nat translations

Explanation: Topic 17.5.1 — ipconfig displays the default gateway address.

65. Only employees connected to IPv6 interfaces are having difficulty connecting
to remote networks. The analyst wants to verify that IPv6 routing has been
enabled. What is the best command to use to accomplish the task?

A. show running-config

B. show interfaces

C. copy running-config startup-config

D. show ip nat translations

Explanation: Topic 17.7.2 — show running-config verifies IPv6 routing
configuration.

66. An administrator is troubleshooting connectivity issues and needs to
determine the IP address of a website. What is the best command to use to
accomplish the task?
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A. nslookup
B. show ipv6 route
C. show ipv6 interface

D. copy startup-config running-config

Explanation: Topic 17.7.5 — nslookup resolves domain names to IP addresses.

67. What is a characteristic of UDP?

A. UDP datagrams take the same path and arrive in the correct order at the
destination.

B. Applications that use UDP are always considered unreliable.

C. UDP reassembles the received datagrams in the order they were received.

D. UDP only passes data to the network when the destination is ready to receive the
data.

Explanation: Topic 17.8 — UDP has no way to reorder the datagrams into their
transmission order, so UDP simply reassembles the data in the order it was received
and forwards it to the application.
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& Download Full pack

Building and Securing a Small Network (Modules 16-17)

Passing the CCNA 1 v7 Modules 16-17 exam requires a solid understanding of
network security, device management, and troubleshooting. These modules cover
network security threats, firewall filtering, SSH configuration, redundancy,
troubleshooting methodology, and network documentation — essential skills for

any network technician.

Why Modules 16-17 Matter for Your Networking Career

Modules 16-17 prepare you for real-world network administration. You learn how to
secure network devices, implement SSH, design redundant networks, and
systematically troubleshoot connectivity issues. Employers expect CCNA-certified
professionals to understand AAA, security policies, firewall types, and
troubleshooting tools. Mastering these topics prepares you for network security

and administration roles.

Key Topics Covered in the Exam

Our verified answers address common exam questions on:

¢ Network Security: Authentication, authorization, accounting (AAA), firewalls,

IPS, security policies.

e Threats and Attacks: Reconnaissance, DoS, man-in-the-middle, viruses, worms,

Trojan horses.

¢ Device Hardening: SSH configuration, strong passwords, login blocking,

executive timeouts.

e Troubleshooting: Ping, traceroute, extended ping, show commands, CDP,

protocol analyzers.

127.0.0.1:3004/exams/cisco/ccna-1-v7-modules-16-17-building-and-securing-a-small-network...  35/39


http://127.0.0.1:3004/exams/

9/4/26, 5:26 PM CCNA 1 v7 Modules 16-17: Building and Securing a Small Network Exam Ans...

¢ Network Design: Redundancy, QoS, traffic analysis, baseline documentation.

Many questions present a scenario and ask you to choose the correct command,
identify a security threat, or select the right troubleshooting step. Knowing common

|I0OS commands and security best practices is critical for success.

Common Pitfalls to Avoid

Students often confuse SSH and Telnet — SSH is encrypted and secure, while Telnet
sends data in plaintext. Another common mistake is mixing up authentication,
authorization, and accounting — authentication proves identity, authorization
determines access, and accounting tracks actions. Also, remember the difference
between viruses and worms — viruses require user interaction, while worms self-

replicate.

When practicing with our answers, focus on the concept behind each correct answer.

For example, instead of remembering "transport input ssh is the answer", learn why

SSH requires domain name, RSA keys, and a local user database.

Study Strategies That Work

Combine our exam answers with hands-on practice. Use Packet Tracer to configure
SSH on a router, implement login blocking, and test connectivity with ping and
traceroute. Practice troubleshooting scenarios by intentionally misconfiguring
devices and using show commands to identify issues. This practical approach

cements the theory from Modules 16-17.

We also recommend creating flashcards for key terms: SSH, Telnet, AAA, IPS,
firewall, redundancy, QoS, CDP, protocol analyzer, baseline. Quiz yourself daily

until you can define each term without hesitation.

How to Use This Answer Page Effectively

Our goal at CoursMooc.com is to provide accurate, up-to-date answers for the
latest CCNA v7 curriculum. For each question, we include an explanation—not just
the correct choice. Read those explanations carefully. If you find a concept unclear,
refer to the official Cisco NetAcad course materials or our additional tutorials linked

below.
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We regularly update this page to match any changes in the exam. If you notice
discrepancies, please let us know through the comments. Your feedback helps other

learners succeed.

What's Next After Modules 16-17?

Modules 16-17 conclude the CCNA 1 curriculum. After mastering these, you can
take the ITNV7 Practice Final Exam and the Course Final Exam. Successfully
completing all CCNA 1 v7 exams earns you the official "Introduction to Networks"

badge — a stepping stone to the full CCNA certification.

Final Tips for Exam Day

Before starting the real exam:
e Get a good night's sleep — fatigue leads to misreading questions.

e Read each question twice. Some ask "Which two statements are correct?" —

don't just pick one answer.

e Manage your time. You typically have 50-60 minutes for 40-50 questions. Skip

difficult ones and return later.

e Look for keywords like "not", "except", or "only". One word changes the entire

meaning.
e Trust your first instinct unless you find clear evidence you misread.

Remember: The CCNA v7 curriculum emphasizes practical troubleshooting. If you
can explain why a command is used or why a security measure is important, you're
ready. Use our answers to verify your thinking, then reinforce with simulation tools.

Good luck on your exam — and on your journey to networking expertise.

Partners Courses

Actucarte.com Art & Design

127.0.0.1:3004/exams/cisco/ccna-1-v7-modules-16-17-building-and-securing-a-small-network. ..

37/39


https://actucarte.com/
http://127.0.0.1:3004/courses/art-design/

9/4/26, 5:26 PM

Africa News
NEERNEWS
TETRNENS
Volumesolver.com
Counter-Words.com

Midjournei.com

Scholarships

Bachelor Scholarships
Master Scholarships
PhD Scholarships

Post Doctoral Fellowships
Africa Scholarships
America Scholarships
Asia Scholarships
Australia Scholarships
Middle East Scholarships
Europe Scholarships
Germany Scholarships

UK Scholarships

Best Articles

Latest Articles

Artificial Intelligence
Business

Computer Science
Cybersecurity

Data Science

Engineering

Health

Professional Development
Programming

Science

Social Sciences

Opportunities

Courses
Classrooms
Scholarships
Exam Preparation

Practice Tests

CCNA 1 v7 Modules 16-17: Building and Securing a Small Network Exam Ans...

How to apply for Scholarships?

127.0.0.1:3004/exams/cisco/ccna-1-v7-modules-16-17-building-and-securing-a-small-network...  38/39



https://africa.actucarte.com/
https://israel-palestine.actucarte.com/
https://iran.actucarte.com/
https://volumesolver.com/
https://counter-words.com/
https://midjournei.com/
http://127.0.0.1:3004/courses/artificial-intelligence/
http://127.0.0.1:3004/courses/business/
http://127.0.0.1:3004/courses/computer-science/
http://127.0.0.1:3004/courses/cybersecurity/
http://127.0.0.1:3004/courses/data-science/
http://127.0.0.1:3004/courses/engineering/
http://127.0.0.1:3004/courses/health/
http://127.0.0.1:3004/courses/professional-development/
http://127.0.0.1:3004/courses/programming/
http://127.0.0.1:3004/courses/science/
http://127.0.0.1:3004/courses/social-science/
http://127.0.0.1:3004/scholarships/bachelor-scholarships/
http://127.0.0.1:3004/scholarships/master-scholarships/
http://127.0.0.1:3004/scholarships/phd-scholarships/
http://127.0.0.1:3004/scholarships/postdoctoral-fellowships/
http://127.0.0.1:3004/scholarships/africa-scholarships/
http://127.0.0.1:3004/scholarships/america-scholarships/
http://127.0.0.1:3004/scholarships/asia-scholarships/
http://127.0.0.1:3004/scholarships/australia-scholarships/
http://127.0.0.1:3004/scholarships/middle-east-scholarships/
http://127.0.0.1:3004/scholarships/europe-scholarships/
http://127.0.0.1:3004/scholarships/germany-scholarships/
http://127.0.0.1:3004/scholarships/uk-scholarships/
http://127.0.0.1:3004/courses/
http://127.0.0.1:3004/classroom/
http://127.0.0.1:3004/scholarships/
http://127.0.0.1:3004/exams/
http://127.0.0.1:3004/practice-tests/
http://127.0.0.1:3004/articles/
http://127.0.0.1:3004/articles/how-to-apply-for-scholarships-step-by-step/

9/4/26, 5:26 PM CCNA 1 v7 Modules 16-17: Building and Securing a Small Network Exam Ans...

20+ Free Tech Giants Courses

How to Pass CCNA Exam Fast

© 2025 - 2026 © CoursMooc.com

About Contact FAQ Privacy Policy Sitemap Terms of Use

© 0 o

127.0.0.1:3004/exams/cisco/ccna-1-v7-modules-16-17-building-and-securing-a-small-network...  39/39


http://127.0.0.1:3004/articles/big-tech-free-courses/
http://127.0.0.1:3004/articles/how-to-pass-ccna-exam-fast/
http://127.0.0.1:3004/about/
http://127.0.0.1:3004/contact/
http://127.0.0.1:3004/faq/
http://127.0.0.1:3004/privacy-policy/
http://127.0.0.1:3004/sitemap/
http://127.0.0.1:3004/terms-of-use/
https://whatsapp.com/channel/0029VbCKl16G8l5Ao2E3Yu2S
https://www.facebook.com/coursesonlinecoursmooc/
https://t.me/courses_freecertificates

